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Ileab: 3HAKOMCTBO C BO3MOXHBIMH yIpo3aMd B TIJIOOAJBHOW CETH
WuTepHer, npaBuiamu 0e30nacHON pabOTHI B CETH.
3apaum:
obpazoeamenvhbie:.
v/ omnpenenuTh ypOBEHb 3HAHUI CTYICHTOB O cepBHcax ceTd VIHTepHeT U
BO3MOXKHBIX yTpo3ax B CETH;
v/ TI03HaKOMHTH C MPaBHIaMH O6e30macHoi paboTsl B ceti MHTEpHET;
v Hay4YHuTh OPUCHTHPOBATHCS B HH)OPMAIIMOHHOM TPOCTPAHCTBE;
gocnumameinbHble.
v' (opMHpPOBATH OTBETCTBEHHOE OTHOIIECHUE K pabote B cetn MHTEpHET
B pexxume online;
v (dhopmupoBath HHGOPMAMOHHYIO KYJIBTYPY 00yUAIINXCS;
passusaroujue:
v/ pa3sBHBaTh AHATUTHYECCKOE, KPUTHIECKOE MBIILICHHUE;
v/ pa3BUBaTh MO3HABATECIBHBIN HHTEPEC K U3YYCHUIO KOMITBIOTEPHBIX
ceTen.
Tun knaccHoro 4aca: 6ecena.
Metoab! u GopMbl 00yUYECHUA:
v/ CIIOBECHBIM (IMCKYCCHS, paccKkas), BHJICOMETOM, HArJISTHbIN
(memoHcTparIms ), MpakTHYEeCKUi;
v/ YaCTUYHO-TIOMCKOBBIHN, IPOOIEMHBIN, METO I MOTHBAIIUH HHTEPECA;
v uHrepakTHBHas  Qopma  oOydenus ~ (0OOMEH  MHEHHAMHM
uHdopmaruen);
Oo6opynoBanme: [1K 6a30B0l KOMIUIEKTALMK U IPOEKTOP C SKPAHOM.
IIporpaMMHO-IUAAKTHYECKOE O0ecevyeHue:

v Buneoponuk o 6e3onacHoctH B cetu IHTEpHeT,

v' npesenranus «be3onacHocts B UHTEpHETEY;

v’ mamsTKa 10 6e30MacHOCTH B ceTh VIHTepHET.
MexnpeameTHasi ¢Bsi3b. HHPOpMaTHKA, IPABO, OOIIECTBO3HAHUE.


http://vmeste-rf.tv/broadcastRelease/77305.do?setMobile=true

Il.1an ki1accHOro 4Yaca

1. Opranu3anMoOHHbII MOMEHT
MoTHBALIMOHHO - OPMEHTAIMOHHAS /1€ATEIbHOCTh

PebsAta momHUMHTE PYKHM T€ y KOTOPBIX JIOMa €CTh KOMIBIOTEp WIHA TeNe(OoH,
MOJKJIIOYCHHBIN K IHTEpHETY.

- S BWXKy, 4yTO OOJBUIMHCTBO YyYalMXCS HaIEHd ayAUuTOPUU MOJb3YKOTCS
HNuTtepHeToM. A uto ke Takoe MaTepHeT it Bac? D10 6s1aro uiau 37107

OTBETHI CTYJEHTOB Ha BOIIPOC '

-OIHO3HAYHOTO OTBETA HA 3TOT BOIPOC HAWTH, CKOPEE BCEr0 HaM HE yAacTcs. ITO
OBICTPBIII TIOMCK HOBOW W TMOJIE3HOM HH(OpMALUK, HO 3TO U TPpsA3b, KOTOpasd,
3a4acTylo, JIbETCS C 3KpaHa LEeJIbIMU NOTOKaMHu. M CTaHOBHUTCS OYEHBb CTPAILHO,
KOI/Ia OT 3TOM Ipsi3M CTpajiaeT camas ys3Bumas VHTepHeT-ayauTOpUsl — 3TO BbI-
pebsra!

Kak BbI gymaere, yem OyzeM 3aHUMATbCS Ha YpOKe?

Bo Bcex mkonax Poccum B KOHIIC OKTH6p5[ IIPpOBCIIN CIIHHLIﬁ YPOK 0e30I1aCHOCTH B
CCTHU UHTCPHCT.

A 7 peBpanst Mbl OysieM oTMedaTh MexTyHapOaHbIN JJeHb O€301acHOro
WNurtepneta, on 6611 yupexkaeH B 2004 roy v ¢ T€X MOpP BBIIIEI 32 IPEAEIIbI
EBpornbl, B 3TOM rosy ero 0yayt ormedars 6osiee 70 ctpaH, B ToM yucie u Poccus.

-Kakas e onacHOCTh Hac MOXKET MojcTeperarh B uHTepHere? [locmoTpum
Buseopoiuk. [IpocMoTp Bugeoposnuka o 6e3omnacHoct B cetu MIHTEpHET,

noAroToBiaeHHbIN opTana "CereBuuok" coBmecTHo ¢ HII "JIura 6e3omacHoro
Nurepneta ['enepanbhbiii npokypop FOpuit Yaiika B konie Hos6pst 2017 roga
coobmmi, yto Kubepnpectynunocts B Poccuu Beipocna B mects pa3 ¢ 2013 mo
2016 rox. [Iponsonum 3 kpynHbIe yTeuku JaHHBIX 0 KiaueHTax: PXKJI — o 700
TBIC. IEPCOHANIBHBIX TAHHBIX COTPYIHUKOB, COEpOaHK — O 5 THIC.KPEIUTHBIX
KapT.,bunaitn — 8§ MiIH.1aHHBIX 00 aboHeHTax. OJIUH U3 CaMbIX
nopasuTelibHbIX ciaydaeB B 1 kBaptane 2017 roma npousoiiiesn B sHBape, KOraa
Ob11 B3moMaH odurmanbabiii akkayHT New York Times B Twitter. Kak Toibko
KOHTPOJIb ObLJT BOCCTAHOBJIEH, OHU YJIAJIWIIM MTOCThI, Pa3MEILIEHHbIE XaKepamHu.
[Tpumep 0THOTO W3 TBUTOB, KOTOPHIN OB OMyOJIMKOBAH HA B3JIOMaHHOM
akkayHrte. B Hem yTBepxaaercs, uto Poccusi coOupaeTcst Hauath ataKky
npotus CIIA.

2. Kakue eme Bumbl mpectymieHudd B HWHTepHeT BbI 3HaeTe? (CTYICHTHI
O3BY4YHBAIOT).
Hcnogib3yemble moHsiTHs ( MOKa3 CJIAiI0B)


http://vmeste-rf.tv/broadcastRelease/77305.do?setMobile=true

Hnmeprnem (aHri.) - BCeMHpHasi CUCTEMa 00bEIMHEHHBIX KOMITBIOTEPOB IS
XpaHeHus W nepenaun uHpopmarnmu. Yacto ynomuHaercss kak BecemupHas ceth n
['moGanbHast ceth, a Takxke mpocto CeTh

Kubepnpocmpancmeo (Cyberspace) — 3To BooOpakaeMoe IPOCTPAHCTBO
BO3MOXKHOCTCH, CO37]aBaeMO€ KOMIIBIOTCPHBIMH ~CHCTEMaMH, B YaCTHOCTH
HNnTeprerom.

Kubepbeszonacnocms  (Cybersafety) — 5To cocTosHHE 3aIIMICHHOCTH
KHOEpIPOCTPaHCTRA,

Haub6oJ1ee ucnosib3yembie cepBuchbl UHTEpHET
» BeoO-cTpanunsl. [Touck madopmanuu ¢ momoiisio: Yandex, Google,
Rambler u np.
» @aiinossle apxuBbl: DC, Torrent, Rapid u ap.
e DJEKTpPOHHAs MouTa

* bror
* Beb6-bopym
* Yar

* CoumnanbHbIE CETH.
OCHOBHBIC HCTOYHMKH KHOepnpecTyIeHui 1o JaHHbIM PockomHaazop:

* NpUHATHE  CYOBEKTOM  TMOJIb30BATENIbCKUX  COTJAIEHUH 1O
YMOJTYAHUIO

* UCIOJIb30BaHUE "cephiX" MOOMIBHBIX MPUIIOKEHHM

*  (pummHr

* Qiepefada IEepCOHAIBHBIX JAHHBIX 10 HE3AUIUILNEHHBIM KaHajlam
CBSI3H;

* HCIIOJIb30BAHUE I'€0JIOKAIIMOHHBIX CEPBUCOB

* PacnpoCTpaHEHHE CBOMX MEPCOHAIBHBIX JAHHBIX B OTKPBITHIX
VCTOYHHKAX;

* 0OIIeHNE C HE3HAKOMBIMHU JIFOJIbMU B COLICETSIX U JIP.

3. Uro Takoe pummHr?

@UIIMHT 3TO CETEBOM BHJ MOIICHHMYECTBA, NPU KOTOPOM TEXHUYECKU
NOJKOBaHHbIE MOIIECHHUKH BBIMAHUBAIOT Yy JIIOAEH KOH(MUIECHUIHATIBHYIO
uHpopmalMio. DTO JAeNalT NpU MOMOIIM cliama, MOYTOBBIX M MIHOBEHHBIX
COOOILIEHUH, BPEJJOHOCHBIX MHTEPHET-CAaUTOB.

I'maBHas 3agava ¢umImHra — MOJYYEHHE JIOTMHA W TapoJis MOJIb30BaTes
JUISL OTIPENIENICHHOTO CaifTa, ¢ JaJlbHEHIIIUM HUX MCIOJIB30BAaHUEM. ITO MOTYT OBIThH
ueHTU(PUKAIIMOHHBIC JaHHBIE Bailero OaHkoBckoro kabunera wiau [IMH-xox ¢



HOMEpPOM KapTOYKHM JUIsl BBIBOJIa HAa CBOM CYET Bamux JeHer. Yacto (uImHT
MCIONIB3YIOT JIJISl TOCTyIA K aKKayHTaM B colceTsX. B mo0Oom ciaydae, Kornaa Baiil
JIOTUH WU TapOJib CTAHOBSITCS M3BECTHBI XKYJIMKaM, MOCIEACTBUS sl Bac OyayT
BECbMa yJpy4Yarolue.

[IpeacraBuM cede CICTYIONIYIO CUTYAIIHIO:
Hampumep, Bam Ha TenedoH IOCTYITHI 3BOHOK:
Ao, 3TO ? — Jla.

Bac npuserctByer corpynHuk BTb Mapuna. Bel siBisieTech KIMEHTOM
6anka BTB? — [la.

, C Balllei kapThl ObLI IIPOU3BEICH MIEPEBO/I, BBI IMOITBEPIK/IAaCTE
nepeBoa? — Her.

Torz[a HaM HaJ0 OTMCHHTH IICPCBOA, IMOACKAKUTC Balll HOMCP KapThbl U
I1apoJjb K JUIHOMY Ka6I/IH€Ty.

Kak 3amururscs ot pummnHra

[Ipu nr00bIX mpoOiemMax ¢ OAHKOBCKOM KAapTOM WJIM CUETOM OaHK TOJIBKO
onokupyet kapty uinu cuet. M Bce. CoTpyaHUKHM OaHKa HE 3BOHSAT MO TENEPOHY C
TaKMMH BOIPOCAMHU.

[ToMHHTE, UTO TApoOJib — TOJIBKO Balll, HU OJHA OpraHW3alus HE CTAHET
TpeboBath ero oT Bac. OH HEOOXOIUM TOJBKO ISl JOCTYINA K ONpPENEICHHOMY
CEPBUCY U TOJIBKO BbI JIOJIKHBI 3HATH €TO.

BaumaTenbHO mpoBepsiTe KaxkIoe MOJYyYEeHHOE MOYTOBOE COOOIICHHE C
HEU3BECTHOTO ajipeca Ha MPEIMET HAJIMYUSI BCEBO3MOXXHBIX MPOCHO MEPEUTH MO
CCBLUIKE.

Bcerna mposepsiiTe ¢ MOMOILIBIO aAPECHOM CTPOKH, HA TOM JIM CAaWTE BbI
BBOJIUTE CBOW WJICHTU(DHUKAIIMOHHBIC NaHHBbIC. OOBIYHO MOAETBIBACTCS U JIOMEH,
MOATOMY OH OBIBACT MOXOKUM Ha CBOW OpUTHHAII. Pazinmdue MOXXeT 3aKII04aThCs
JUIIb B OHOM OykBe (Hampumep, mail.ru jierko npeppamaercs B meil.ru).

Hcnonp3yiiTe MoOcCiaenHUE BEPCUU HHTEPHET-Opay3epoB M JHUIEH3HMOHHBIE
AHTUBUPYCHBIE IPOTPAMMBI.

IIpu Bxome Ha OaHKOBCKHE CaWThl CJlEAUTE 3a TeM, 4YTOOBl OBLIO
YyCTaHOBJICHO 3alUINEHHOE coenuuenue https.



Ecnu BBl mojo3peBaeTe, YTO MOJBEPINIMCH aTake (UIIEPOB, TO Cpazy xKe
MOMEHSITe Mapoyib CBOero akkayHta. [locie 3Toro obOpatuTech B CIyKOy
0€30MacHOCTH KOMITAaHUH, TaHHBIE OT KOTOPO MOJTyYNIIH MOIIICHHUKH.

4. CounajbHbIe CeTH

[IpencraBuM cebe Takyro cUTyaruio. JIeHHC MpUIeN yCTpauBaThCs Ha
paboTy (311eCh CIICHKA)

Axwmen: 3apaBcTByiTe! ITO OTACH
kaznpoB?JL.K.: Jla, mpoxoaure.

Axwmen: S AnueB Axmen, npuilien ycTpauBaThes Ha paboty. Bot Moe
pe3oMe.

JLK.: Tak, Tak. OKOHYMIN . Cpennuii 6an 4.9. Xopomio. A BooOiire,
4YeM yBJIEKaeTeCh, B CBOOOAHOE BpeMsl uTo Jenaere?

AXMeN: Hyyy MMM.
JLK.: Ctpanuiia €CTh B COIMAJIBHBIX CETAX?
Axmen: Jla

JLK.: Hy mocmotpum...Crmacu6o, Axmes, 4ro npuinum K Ham. S Bam
NIEPE3BOHIO.

Nudopmarusa o Bac MOXKET MOBIUITH celdyac W B OyayiieMm (peryTarus,
paborta).

Bol MoskeTe 3auHTEpecOBaTh HE TOJBKO KUOEp, HO U APYTHX MPECTYIMHUKOB
(BOpBI).

MO0>kHO CITPOBOLIUPOBATH TPABIIIO C€0S CO CTOPOHBI MOJIL30BATEINEH CETH.

Yro nenarp?
e OrpaHuYuTh CIIHCOK APY3€Eil.
» He yka3piBath naposu, TenedoH, aapec, 1aTy POKICHUS.
* Cnenuts 3a penyTaluuen.
* Hacrpoiiku KOHPUACHIIMAIBHOCTH aKKayHTa (TOJIBKO APY3bS WIH
zip.).
* 3amnpocsl B Ipy3bsl TOJBKO TE€X, KOTO 3HAETE.
* He pa3memats $GoTO U BUAEO € APY3bsIMU O€3 UX pa3pelieHUsl.
* He oTkpbIBaTh NOA03PUTENBHBIE CCHLIKH.



5. be3omacHocTh B MyOJMYHBIX CETAX
* He nepenaBath nuuHyr0 uH(pOpMALMIO Yepe3 OONIEAOCTYIHbIE CETH
WI-FI cern.
* OOGHOBJIATH AHTUBUPYC U OpaHIMAY3D.
 Ilpu ucnonszoBanuu WI-FI oTkmounts ¢pyHkiuo «O0mui 1ocTyn K
daitnam u mpuHTEpPaM.
« B wmoOunmsHOM Tenedone ortkmounth <«llomkmouenne k WI-FI
aBTOMATHYECKNY.
6. 3ammTa GeclipoBOIHOI ceTH M MAPIIPYTH3ATOPA
* He ucnosnp3yiite napoJiib, yCTAaHOBJICHHBIHN 10 YMOTYaHUIO
* He paspemaiite 6ecripoBOAHOMY yCTPOWCTBY COOOIIATH O CBOEM
npucytcTBu. OTKIIOUNTE BemaHue ceTeBoro uMmenu (SSID)

Nzmenute SSID ycTpoiicTBa

[udpyiite naHHbIE.

OO0si3aTenbHO  yCTAHOBUTE  HAJCKHBIA  AHTUBUPYC Ha  BCEX
KOMITBIOTEPAX U YCTPOMUCTBAX.
7. YrogoBublii koaexc PD

IpeaycMaTpuBaeT 3a HapyuleHus B cdepe uHbOpmanuu, Kak JACHEKHbIC
mTpadbl, TaK ¥ JHUILIEHUE CBOOOJIBI CPOKOM /0 O JIET.

Cmamosa 282. Bo30yxaeHue HEHABUCTU JMOO BpaXbl, & PaBHO YHU)KEHUE
YEJIOBEYECKOr0 JIOCTOMHCTBA (IO HAMOHAJIBHOMY, PEJIMTMO3HOMY IPU3HAKY H
ap.) Cmamwvs 242. HezakOoHHOE H3rOTOBIIEHWE W OOOpPOT MOPHOTpadUUECKUX
MaTepHuaioB UM MPEIMETOB.

Cmamosa 280. 1lyOonvuyHble TPU3bIBBI K OCYLIECTBICHUIO IKCTPEMHUCTCKON
TESATEIBHOCTH.

cmpeu3 (0T naT. eXtremus — KpaitHu#, Ype3MepHbBIii) — MPUBEPKEHHOCTD
KpaliHUM  B3TJIsAaM, MerojaM  jaeuicTBuid.  IIpoBokamuss ~ OecTOpSIKOB,
TEPPOPUCTUUECKHUE aKIIUU, HACUIILCTBEHHOE CBEPKECHUE BIIACTH.

8. IMloaBeaeHue UTOrOB

Ectpb Takas mytka: kommnbtoTep 3amuiieH Ha 100%, korga oH HaXOQUTCS B
cefipe, celid 3amuT OETOHOM M HAXOAUTCSA B CepeAuHE OKeaHa. MBI C BaMH
CETOJHS YK€ HE MOKeM 00OUTHCH 0€3 KOMITBIOTEpOB U uHTEepHETa. [loaToMy, ecnu
MBI OyleM cOOJIFOaTh PEKOMEHIAINU, KOTOPhbIe OBLIM O3BYYEHBI CETOMHS, ATO
IIOMOXET HaM MHUHHMHM3HUPOBATh IMPOOJIEMBbI IIPH HMCIOJIB30BAHMHM HMHTEPHETA Ha
KoMIibIoTepe, cMapTdoHe U JroOoM ycTpoiicTBe. Hameroch, 4To MeporpusTue
OBLIIO JJIsI BAC MOJIC3HBIM.

Cnacu6o 3a BauManue!
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