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Henab: 3HAKOMCTBO € BO3MOXXHBIMU YIPO3aMH B TIJIOOAIbHOW CETH
WNuTepHeT, npaBuiiaMu 6€301MacHOM pabOThHI B CETH.
3agaum:
obpazoeamenvhbie:.
v/ OlpeeNuTh YPOBEHD 3HAHUI CTYICHTOB O CEpBUCAX ceTH MHTEpHET u
BO3MOJKHBIX yTPO3ax B CETH;
v’ TI03HAKOMHTH C TIPaBUIIaMH Oe301acHO# paboThl B ceTi MIHTEpHET;
v’ HayduTh OPUEHTUPOBATHCS B HH(POPMAIIMOHHOM MTPOCTPAHCTBE;
socnumameJibHble:.
v’ (opMHpOBaTH OTBETCTBEHHOE OTHOIIEHKE K pabore B cetn MHTEpHET
B pexxume online;
v' bopMupoBaTh HHGOPMAMOHHYIO KYJIBTYPY O0YUaIINXCS;
passusaioujue:
v/ pa3BUBaTh aHATUTHYECKOE, KPUTHUCCKOE MBIIIITICHHE;
v/ pa3BUBaTh TO3HABATEIBHBIA HHTEPEC K HM3YYCHUIO KOMIIBIOTECPHBIX
CETEH.
Tun kaaccHoro 4aca: Oecena.
MeTtoabl 1 (pOpMBbI 00yUeHUS:
v/ CIIOBECHBIA (OUCKYCCHS, pacckas), BHIECOMETOM, HAarIIIHbIMA
(memoHcTpanus), NpaKTUYECKUH;
v/ YaCTHYHO-TIOMCKOBBIH, IPOOIEMHBIN, METO] MOTHBAIIUM HHTEPECA;
v uHrepakTuBHas  ¢opma  oOyueHMs ~ (0OOMEH  MHEHHMSIMHU
uHpopmaruei);
O6opynoBanme: [1K 6a30B0ii KOMIUIEKTAIIMHN U IPOEKTOP C IKPAHOM.
IIporpaMmmHoO-IUAaKTHYECKOE O0ecIIeYeHHe!

v" Bugeopomuk o 6e30macHocTH B ceTi MHTepHer,

v' npesenranus «be3onacHocTs B HTEpHETEY;

v’ mamsTKa 110 0e301macHOCTH B ceTu MHTepHeT.
MexnpeameTHasi CBsi3b: HHGOpMaTHKa, MPABO, OOIIIECTBO3ZHAHUE.
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Il;1an KJaccHOTro Yaca

1. Opranu3anMOHHBIIA MOMEHT
1.1. MoTHBALMOHHO - OPMEHTALMOHHAS 1eATEJbHOCTh

Pebsita mogHUMHUTE PYyKH T€ Y KOTOPHIX JOMa €CTh KOMIIBIOTEp I TenedoH,
MOJKJIKOYCHHBIN K IHTEpHETY.

- S BwXy, 4TO  OOJBUIMHCTBO YYalIUMXCs HaIIe ayJIuTOPUH MOJIb3YIOTCS
HNuTepHeToM. A uto xe Takoe MaTepHer 1t Bac? 910 6s1aro uiau 3107

OTBeTHI CTYJEHTOB Ha BONPOC :

-OIHO3HAYHOIO OTBETA HA 3TOT BOIPOC HAWTH, CKOPEE BCEr0 HaM HE yAacTcs. JTO
OBICTPBII MOMCK HOBOM M NOJE3HOM HMHPOpMAIUM, HO 3TO U Tpsi3b, KOTOpasd,
3a4acTylo, JIbETCA C DKpaHa LENbIMU MOTOKaMHU. M CTaHOBUTCA OUYEHb CTPAIIHO,
KOI'Jla OT ATOM IpsA3M CTpajaeT camas ysa3BuMas MHTepHET-ayAuTOpUs — 3TO BBI-
pebsiTal

Kak BbI [ymaere, ueM OyzieM 3aHUMATbCs Ha ypoke?

Bo Bcex mkonax Poccun B KOHIIC OKTH6p5[ IIPpOBCJIN eI[I/IHI)Iﬁ YPOK 0e30I1aCHOCTH B
CCTHU UHTCPHCT.

A 7 deBpans Mbl OysieM oTMedaTh MexXTyHapOHBIN eHb O€3011acHOTO
WuTepHeta, oH 0611 yupexieH B 2004 rogy U ¢ TeX MOp BBIIIENT 3a MPeIebl
EBporbl, B 3TOM roay ero 0yayt otmedaTs 6osee 70 cTpan, B ToMm unciie u Poccust.

-Kakas e onacHOCTb Hac MOKET mojicTeperats B uHTEpHeTe? [locMoTprm

Busieopoiuk. [Ipocmotp Buneoponnka o 6e3omnacHoct B cetu MHTEpHET,
noAroToBiieHHbIN ropTana "CereBudok" coBmectHo ¢ HII "JIura 6e3omacHoro
NutepHera

['enepanbubiil mpokypop FOpuit Yaiika B konie HosiOpst 2017 roga cooOmium, 4To
Kubepnpecrynnocts B Poccun Bbipocia B miectb pa3 ¢ 2013 mo 2016 ron.
[Iponsomm 3 KpynHbIE yTeUKHM MOaHHBIX O KiaueHrtax: PXKJ[ — o 700 TsIc.
NEPCOHANIBHBIX JAHHBIX COTPYAHUKOB, COepOaHK — O 5 TBHIC.KPEAMTHBIX KapT.,
bunaiin — 8 MiH.JaHHBIX 00 aboHeHTax. OAMH U3 caMbIX MOPA3UTEIbHBIX CIyYyaeB
B 1 kBaptane 2017 roga mpousoiesn B ssHBAape, Koraa ObUT B3JIOMaH O(UIIMATbHBIN
akkayHT New York Times B Twitter. Kak Tonbko KOHTpOJb OBLT BOCCTaHOBJIEH,
OHM YJAJIWIH TOCTHI, pa3MELIEHHblE Xakepamu. lIpumep OIHOrO W3 TBHUTOB,
KOTOPbIN ObLI OMyOJIMKOBaH Ha B3JIOMAaHHOM akkayHTe. B HeM yTBepikIaercs, uTo
Poccust cobupaercs HayaTh ataky npotus CIIIA.

2. Kakue eme Bumasl npectyrsieHudn B HHTepHeT BBl 3HaeTe? (CTYIEHTHI
03BYYHBAIOT).
HUcnosb3yembie MOHATHA ( TOKA3 CJIAHI0B)
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Hnmeprem (aHril.) - BCEMUpHAsi CUCTEMa 00BETMHEHHBIX KOMITBIOTEPOB JIJIS
XpaHeHUs U nepenaadu nHpopmanuu. YacTo ynmoMuHaeTcs Kak BcemupHas ceTh u
['mobGanbHast cetb, a Takke mpocto CeTb

Kubepnpocmpancmeso (cyberspace) — 31o BooOpakaeMoe MPOCTPAaHCTBO
BO3MOYKHOCTEH, CO37]aBacMOE KOMIIBIOTCPHBIMH CHUCTEMaMH, B YaCTHOCTH
HNuaTepueroM.

Kubepbeszonacnocms  (Cybersafety) — 53T0 cocTosHHE 3alIUICHHOCTH
KHOEPIPOCTPAHCTBA,;

2.1. HauboJiee ucnonb3yemblie cepBucbl UHTEpHET
* Be06-ctpanunsl. [louck mndopmanuu ¢ nomomipio: Yandex, Google,
Rambler u np.
» ®daitnossie apxussbl: DC, Torrent, Rapid u ap.
*  DIEKTPOHHAS MOYTa

* bnor
*  Beb-dbopym
e Yar

» CouMasbHBIE CETH.
2.2.0CcHOBHbIE HCTOYHHKHU KMOeprnpecTyIuieHUil 1o JaHHbIM PockomHanzop:
* TMpUHATHE  CYOBEKTOM  IOJIb30BATEIbCKUX  COTJALIEHUH 1O
YMOJTYAHUIO
* HKCHoib30BaHUE "cepbiX" MOOMIBHBIX MPUIOKEHUN
*  (ummHr
* [epedada IEpPCOHAIBHBIX JAHHBIX 110 HE3ALUIICHHBIM KaHajgam
CBS3HU;
* HCIIOJB30BAaHUE IE€OJIOKALIMOHHBIX CEPBUCOB
*  pacnpoCTpaHEHUE CBOMX NEPCOHAJBHBIX JAHHBIX B OTKPBITBIX
UCTOYHHUKAX;
e 0OIlEHHE C HE3HAKOMBIMHU JIFOJIbMH B COLICETSX U JP.
3. Uro Takoe (pummMHI?

@UIIMHT 3TO CETEBOM BUJ MOUIEHHUYECTBA, NPH KOTOPOM TEXHUYECKHU
MOJKOBaHHBIE MOILIEHHUKH BBIMAHMBAIOT Y JIIOAEM  KOHQUIECHIUATBHYIO
uH(popManuioo. DTO JAeNaloT NpU MOMOIIM clama, MOYTOBBIX M MIHOBEHHBIX
COO0O1IEHU, BPEJOHOCHBIX HHTEPHET-CAlUTOB.

['maBHas 3amava (pUIIMHTA — TMOJy4YEHHE JIOTHHA WM TApOJIsA MOJIb30BATEIISI
JUTSL ONIPEICNIEHHOTO caiiTa, ¢ MaJbHEUIITUM MX UCIOJIB30BaHUEM. ITO MOTYT OBITh
ueHTU(UKAIIMOHHBIE JaHHBIE Baiiero OaHkoBckoro kabwnera wim [IMH-kom ¢



HOMEPOM KapTOYKH JUIsi BBIBOJAa HAa CBOM CYET Bammx aeHer. Yacto QummmHr
UCIIOJIB3YIOT JIJISl IOCTYTA K aKKayHTaM B coliceTsax. B mo0Oom cirydae, Korjaa Baii
JIOTUH W TapOJib CTAHOBSTCS W3BECTHBI JKYJIMKaM, TOCIEACTBUSA JJid Bac OyayT
BECbMA yIpyYarollne.

[IpencraBuM ceOe CICAYIOIIYIO CHTYAIIHIO:
Hampumep, Bam Ha TenreOH MOCTYITHIT 3BOHOK:
Ao, 3TO ?— Na.

Bac npusercrByer corpyanuk BTb Mapuna. Bel sABnseTech KIMEHTOM
0anka BTB? — Jla.

, C Balllel KapThl ObUT IPOU3BENICH NIEPEBOJI, BbI MOJATBEPKIACTE
nepeoa? — Her.

Torma HamM HagO OTMEHUTH MEPEBOJ, MOJCKAXUTE Balll HOMEP KapThl U
NapoJib K JUYHOMY KaOUHETY.

3.1.Kak 3amMTuThCs OT PUILMHTA

[Ipu nr00BIX TIpoOIEeMax ¢ OAHKOBCKOM KapTOW HIJIM CYETOM OAaHK TOJIBKO
onmokupyet kapty unu cuet. M Bc€. Corpynuuku O0aHka HE 3BOHAT 1O TeleOHY C
TaKUMH BOTIPOCAMH.

[IoMHUTE, YTO MAapoJib — TOJBKO Balll, HU OJHA OPraHHU3alUsl HE CTAHET
TpeOoBaTh ero or Bac. OH HEOOXOAMM TOJBKO AJIS JOCTyHAa K ONPEAEIEHHOMY
CEPBUCY U TOJIBKO BBl JOJKHBI 3HATH €TO.

BaumaTenbHO mpoBepsiTe KakI0€ MOJYYEHHOE MOYTOBOE COOOIIECHHE C
HEU3BECTHOTO aJipeca Ha MPeIMET HaJM4Yus BCEBO3MOKHBIX MPOCHO MEpPEerTH Mo
CCBUIKE.

Bceerma nposepsiiTe ¢ MOMOLIBIO aApPECHOM CTPOKH, HA TOM JIM CAWTE BbI
BBOJIUTE CBOU WJACHTU(UKAIIMOHHBIE NaHHbIe. OOBIUHO MOJCIBIBACTCS U JOMEH,
MOATOMY OH OBIBA€T MOXOXUM Ha CBOM OpUTHHAJ. Paznuuue MOXKeT 3aKI04aThCs
JUIIb B OJIHOM OykBe (Hampumep, mail.ru jierko npespainaercs B meil.ru).

Hcnonb3yiiTe mMmocienHue BEPCUU HMHTEPHET-Opay3epoB M JIMIIEH3UOHHBIE
AHTHUBHUPYCHBIE ITPOTPAMMBI.

IIpu Bxone Ha OaHKOBCKHME CaWThl CIEIUTE 3a TEM, YTOOBbl OBLIO
YCTaHOBJICHO 3aIlMIIEHHOE coeruHeHue https.



Ecnu BB mojo3peBaeTe, YTO TMOJBEPIVIMCH aTake (UIIEPOB, TO Cpazy XKe
NOMEHSIUTE TMapoyib CBOEro akkayHrta. l[locime storo obOparturech B ClIykOy
0€30MacHOCTH KOMITAHUH, JAHHBIE OT KOTOPOH MOJYYUIIA MOIIICHHUKHU.

4. CounajbHbIe CeTH

[IpencraBuM cebe Takylo cUTyaluio. JIeHHMC TpHUIleN yCTpauBaThbCs Ha
paboTy (3/1ech CIIeHKA)

Henuc: 3apaBcTByiiTe! ITO O0TNIEN KaAPOB?
JLK.: la, mpoxoaure.

Henuc: S HBanoB [enuc, npuimien ycrtpaumBatbcs Ha paboty. Bor moé
pe3roMe.

JLK.: Tak, Tak. OKOHYHIH . Cpennuii 6an 4.9. Xoporio. A BooO1e,
9YeM YBJICKAeTeCh, B CBOOOHOE BpEMS UTO JieacTe?

JleHuc: Hyyy MMM.

JLK.: Ctpanunia ecTb B COIIUAIIbHBIX CETAX?

Henuc: /la

JLK.: Hy mnocmotpum...Cnacubo, [enuc, 4yro mnpumim kK HaMm. S Bam
MEPE3BOHIO.

Nudopmanus 0 Bac MOXKET MOBIMATH cedyac U B Oyaymiem (pemyrauus,
paboTa).

Bbl MokeTe 3aMHTEepecoBaTh HE TOIBKO KUOEp, HO U JAPYTUX NPECTYIHUKOB
(BOpHI).

Mo3KHO CIIpOBOLIMPOBATH TPABJIIO CE0S1 CO CTOPOHBI MOJIB30BATENEH CETH.

4.1. Yto neaarn?
*  OrpaHv4uTh CIUCOK JIPY3EH.
* He yka3siBaTh naposu, Tenedon, agpec, AaTy pokKIACHUS.
* CrnenuTs 3a penyTanuei.
* Hactpoiiku KOH(UIACHIIMATLHOCTH aKKayHTa (TOJIBKO JpYy3bs WU
ap.).
* 3anpochkl B APY3bs TOJIBKO TEX, KOTO 3HAETE.
* He pasmemars hoTo 1 BHI€O C Ipy3bsiMH 0€3 UX Pa3peIICHHUS.
* He oTKpbIBaTh NO0O3PUTEIBbHBIE CCHUIKH.



5. be3onmacHoOCTh B MyOJUYHBIX CETAX
* He nepenaBaTh Ju4HYI0 MH(GOPMALMIO Yepe3 OOIIEAOCTYIHbBIE CETU
WI-FI cern.
* OOHOBIATH aHTUBUPYC U OpaHaMAYID.
* IlIpu ucnonwszoBanuu WI-FI otkirounts ¢pyHkuuo «O0mmii 1ocTyn K
¢aitnam u mpuHTEpPaAM.
* B wmoOwnbHOM Tenedone otkmounth «lloakmrouenme k  WI-FI
ABTOMATUYECKN».
6. 3ammTa 6GeclIpoOBOIHOI ceTH U MaPIIPYTU3aTOPA
* He ucnons3yiite naposib, yCTAHOBIEHHBIN MO0 YMOIYAHUIO
* He paspewaiite OecrpoBOJHOMY YCTPOWCTBY COOOIIATh O CBOEM
npucytcTBuM. OTKIIOYUTE BellaHue ceTeBoro umeHu (SSID)
* Hsmenute SSID ycTporictBa

udpyiite naHHbIE.

OO0s3aTeTbHO  YCTAaHOBUTE  HANCKHBIM  aHTUBHPYC HAa  BCEX
KOMITBIOTEPAX U YCTPOUCTBAX.
7. YrojaoBHblil kogexkc PD

npeaycMaTpuBaeT 3a HapylieHus B cdepe uHPopManmu, Kak JEHEKHBIC
mTpadbl, TaK ¥ JUIIEHUE CBOOOIBI CPOKOM JI0 S JIET.

Cmamobsa 282. Bo30yxaeHre HEHABUCTU JUOO BpaX/bl, a pABHO YHUKEHUE
YeJI0BEYECKOr0 JIOCTOMHCTBA (M0 HAIMOHAIBHOMY, PEJIMTHMO3HOMY MPU3HAKY HU
np.)Cmamesi 242. He3akoHHOE H3rOTOBIEHHE W O0OpPOT MOpPHOTpadUUIECKUX
MaTepuasoB WM MPEAMETOB.

Cmamosa 280. IlyObnuyHbie TPU3BIBBI K OCYIIECTBICHUIO IKCTPEMUCTCKOMN
JEATEIIbHOCTH.

Oxempemusm (0T mar. extremus — KpaWHUW, dYpe3MEpHBIA) —
MPUBEP)KEHHOCTh ~KpaWHUM  B3rjsaaM, MeTtomgaMm  aeuctBuid. [IpoBokanms
OecropsIKOB, TEPPOPUCTUUECKHIE aKIIMU, HACUIHLCTBEHHOE CBEPIKEHHE BIIACTH.

8. IloaBeaeHue UTOrOB

Ectpb Takas mytka: kommnbetoTep 3ammuineH Ha 100%, korna oH HaxoauTcs B
ceripe, celidp 3amuT OETOHOM M HAXOTUTCS B cepeAuHE OKeaHa. MBI ¢ BaMmu
CETOJHS y)K€ HE MOYKEM 0OOUTHCH 0€3 KOMIBIOTepOB U nHTepHeTa. [losTomy, ecnu
MBI OyzneM coOJt0/IaTh PEKOMEHAAINH, KOTOpPble ObUIM O3BYYEHBI CETOJHS, 3TO
MOMOET HaM MHUHUMU3UPOBATH MPOOJEMBbl MPH HCIOJIB30BAaHUM WHTEpPHETa Ha
KoMIbloTepe, cMapTdoHe u mr00oM ycrporcrBe. Hameroch, 4To Mepompusitue
ObLTO U1 Bac mosie3HbiM. Criacu0o 3a BHUMaHue!



