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Leab: 3HAKOMCTBO C BO3MOXHBIMU yrpo3aMd B TJI0O0aJbHOW CeTH
WuTepHer, npaBuiamu 0e30nacHON pabOThI B CETH.
3agaum:
obpazosamenvhbie:.
v’ ONpeNenTh YPOBEHb 3HAHUI CTYJIEHTOB O CepBHcax ceTu MHTepHeT u
BO3MOKHBIX yTPO3aX B CETH;
v/ 103HAKOMWTH C IIPaBHJIaMH 0€30MacHOi paboThl B ceTn MHTEpHET;
v/ Hay4duTh OPUEHTHPOBATHCS B HH(OPMAIIMOHHOM IPOCTPAHCTBE;
gocnumamenbHble:.
v' (popMHpPOBaTH OTBETCTBEHHOE OTHOIICHHE K paboTe B ceTd MHTEepHET
B pexxumMe onling;
v' bopMupoBaTh HHGOPMAMOHHYIO KYJIBTYPY O0YUaIINXCS;
passusarowue:.
v/ pa3BUBaTh aHATUTHYECKOE, KPUTHUCCKOE MBIIIITICHHE;
v’ pa3BUBaTh HO3HaBaTeJIBHBII/I HHTepec K M3YYCHWIO KOMITbIOTEPHBIX ceTen.
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Tun kn1accHoro yaca: 6ecena.
Metoabl u (pOpMBbI 00yYEHUS:
v’ CIIOBECHBIA (OUCKYCCHs, pacckas), BHMICOMETOM, HATISIHBIN
(memoHcTpanus), NpakKTUYECKUH;
v/ YaCTHYHO-TIOMCKOBBIH, IPOOIEMHBIN, METO] MOTHBAIIUHM HHTEPECA;
v’ uHTepakTHBHas  (opma  oOyuyenus  (OOMEH  MHEHUAMHM
uH(popMaruen);
Oo6opynoBanme: I1K 6a30B0oi KOMIUIEKTAIIMH U IPOEKTOP C IKPAHOM.
IIporpaMmmHoO-AMIAKTHYECKOE 00ecIIeYeHHe:

v’ Bumeoponuk 0 6e30macHocTH B cetn MHTepHeT,
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v' mpesenranus «be3onacHocts B IHTEpHETEY;
v/ mamsTKa 1o 6e30MacHOCTH B ceTu MHTepHeT.
Me:xknpeameTrHas cBsi3b: HHPOpPMaTHKA, IPAaBO, OOILIECTBO3HAHUE.
Ili1an MeponpusTus

1. Oprann3anmoHHbBII MOMEHT
1.1. MOTHBAUMOHHO - OPHEHTALMOHHAS 1eATEJIbHOCTH

Kak BbI nymaere, uem OyzieM 3aHUMAThCA Ha ypoKe?

PeGsita mogHUMUTE PyKH T€ y KOTOPBIX JIOMa €CTh KOMIIbIOTEp WM TenedoH,
ITOAKJIFOUCHHBIN K IHTEepHETY.

- S BuXy, 4TO  OOJBIIMHCTBO YYalIUXCS Halled ayJuTOPUH IOJIb3YIOTCA
HNuTepHeTom. A uto xe Takoe MuTepuer mist Bac? D10 6s1aro umu 3107

OTBETHI CTYJEHTOB Ha BONPOC :
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-OIHO3HAYHOIO OTBETA HA 3TOT BOIIPOC HAWTH, CKOPEE BCEr0 HaM HE yAacTcs. JTO
OBICTPBI MOMCK HOBOW M TMOJIE3HOW HMHGPOpPMALIMHM, HO 3TO U Tpsi3b, KOTOpasd,
3a4acTylo, JbETCS C dKpaHa LeJbIMU NOTOKaMH. I CTaHOBUTCA OYEHb CTPAIIHO,
KOI'/Ia OT 3TOM Tpsi3u CcTpajaeT camas ys3Bumas VHTepHEeT-ayuToOpusi — 3TO BBI-
pebsirta!

Kaxk BbI mymaete, ueM Oynem 3aHMMAThCS HA YpoKe?

Bo Bcex mikosiax poccuu B KOHIIE OKTAOPS MPOBENU €AUHBIA YPOK 0€30MaCHOCTH B
CETH UHTEPHET.

A 7 dbeBpanst Ml OyzeM oTMeuaTh MexIyHapOaHbIN JIeHh 0€301acHOTO
NuTtepHera, oH ObUI1 yupexieH B 2004 rogy U ¢ T€X MOP BBIIIEI 3a TPEAeIIbl
EBporsl, B 3TOM roay ero 6yayTt ormedats 6osiee 70 cTpaH, B ToM uncie u Poccusi.



-Kakas sxe onacHOCTh HaC MOXET nojicreperars B uHTepHere? Ilocmorpum
Bujieoposik. [IpocmoTp Buneoposvka o 6e3omacHoCTH B cetn MIHTEpHET,
noAroroBiieHHbIN nopTana "CereBudok" coBmectHo ¢ HII "JIura 6e3omacHoro
HNuTepuera

['enepansHbiil npokypop FOpuit Yaiika B koHI1ie HOs0ps 2017 roga cooOuiui, 4To
Kubepnpecrynuocts B Poccun BbeIpocia B miectb paz ¢ 2013 mo 2016 rog.
[Iponsomum 3 KpynHbIE yTeukd OaHHbIX O KiaueHrtax: PXKJ[ — o 700 TsIc.
NEPCOHANBHBIX JaHHBIX COTPYIHUKOB, COepOaHK — O 5 TBIC.KPEAUTHBIX KapT.,
bunaiin — 8 MitH.JaHHBIX 00 aboHeHTax. OAMH U3 caMbIX MOPA3UTEIbHBIX CITy4aeB
B 1 kBaptane 2017 roga npousoiiesn B sHBape, Koraa Obul B3JIOMaH O(UIIMATIbHBIN
akkayHT New York Times B Twitter. Kak TonbKO KOHTPOJIb OB BOCCTAHOBJICH,
OHM YJAJIWIM TOCTHI, pa3MELICHHbIE Xakepamu. IIpumep OIHOTO W3 TBHUTOB,
KOTOpBIN ObLT OIyOJIMKOBaH Ha B3JIOMaHHOM akkayHTe. B HeM yTBepkaaeTcs, 4To
Poccust cobupaercst HayaTh ataky npotus CIIIA.

2. Kakue eme Buasl npectyrieHud B HHTepHeT Bbl 3HaeTe? (CTYIEHTHI
O3BYYMBAIOT).
HUcnosnb3yembie mOHATHSA( TOKA3 CJIAH/I0B)

Hnumeprem (aHri.) - BCEMUpHAsi CUCTEMAa OOBETMHEHHBIX KOMITBIOTEPOB JIJIs
XpaHeHus u nepenauud uHpopmanuu. Yacro ynmomuHaetcs kak BcemupHas cethb u
['noGanwHas ceTh, a Takke nMpocto CeTb.

Kubepnpocmpancmeo (cyberspace) — 3to BooOpaxkaeMoe MPOCTPAHCTBO
BO3MOKHOCTEH, CO34aBAEMOE KOMIIBIOTEPHBIMU CUCTEMaMH, B YaCTHOCTHU
HNHTepHeTOM.

Kubepbeszonacnocms  (Cybersafety) — 53To0 cocTosHHE 3alIUIIICHHOCTH
KHOepIpOCTPaHCTBA;

2.1.HanboJiee ucnosib3yembie cepBucbl UHTEpHET
* Be06-ctpanungl. [louck mndopmanuu ¢ nomompio: Yandex, Google,
Rambler u ap.
» ®daitnossie apxusbl: DC, Torrent, Rapid u np.
*  DJEeKTpOHHAas MoYTa
* bior
* Beb6-dpopym
* Yar
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. CouunajpHble CETH.

2.2.0CHOBHbIC HCTOYHHKHU KHOepnpecTyIuieHuil 1o J1aHHbIM Pockomuanzop:
* TpuHATHE  CYOBEKTOM  TIOJB30BATEIbCKUX  COTJAIICHWH IO
YMOJIYaHUIO
* HKCHoJb30BaHUE "cepbiX" MOOMIBHBIX MPUIIOKEHHIA
*  (ummHr
* [epedada IEpPCOHAIBHBIX JAHHBIX 110 HE3ALIUIICHHBIM KaHajgam
CBS3HU;
* HCIIOJB30BAaHUE IEOJIOKALIMOHHBIX CEPBUCOB
* pacnpoCTpaHEHUE CBOMX NEPCOHAJBHBIX JAHHBIX B OTKPBITHIX
MCTOYHHKAX;
e 0OIlEHHE C HE3HAKOMBIMHU JIFOJIbMH B COLICETSX U AP.
3. Uro Takoe pummHr?

OUIIMHT 3TO CETEBOW BUJ MOIIEHHUYECTBA, MPU KOTOPOM TEXHUYECKHU
MOJKOBAHHBIC MOIICHHUKM BBIMAHMBAIOT Yy JIIOJeH KOH(UICHIIMATHHYIO
uHdopMaIuoo. ITO JAENalT TPH TOMOIIM ClamMa, MOYTOBBIX M MTHOBEHHBIX
COOOIIICHUH, BPEIOHOCHBIX HHTEPHET-CAUTOB.

['maBHas 3amada (umMHra — MOJyYEHUE JIOTMHA M TApOJIs MOJIb30BATEIS
JUISL OTIpEAIeNIEHHOTO caiTa, ¢ NajlbHEUIIUM MX HCIOIb30BaHUEM. JTO MOTYT OBITH
ueHTU(UKAIIMOHHBIE JaHHBIE Baliero OaHkoBckoro kabwnera wim [IMH-kom ¢
HOMEPOM KapTOYKH JUIsi BBIBOJAa HAa CBOM CYET Bammx geHer. Yacto Qummar
UCITOJIB3YFOT JIJISl JIOCTYIAa K aKKayHTaM B COIICETSX. B JroO6oM cirydae, Koraa Baril
JIOTUH M TIApOJib CTAHOBSTCS W3BECTHBI JKYJIMKaM, TOCIEICTBUS JUII Bac OyayT



BECbMa yApYYaIOLIHE.

[IpencraBum cebe CIeAYIONIYIO CUTYaITHIO:
Hanpumep, BaM Ha TenedOH MOCTYUI 3BOHOK:
Amnno, 3T0 ?— Jla.

Bac npuBerctByer corpyanuk BTb Mapuna. Bel sBiseTrech KIHEHTOM
oanka BTB? — [la.

, C Ballle KapThl ObLT IPOU3BEJICH NIEPEBO/I, BBI ITOJATBEPIKIACTE
nepeoa? — Her.

Torma Ham HagO0 OTMEHUTH MEPEBOJ, MOJICKAXUTE Balll HOMEP KapThl U
NapoJib K JUYHOMY KaOUHETY.

3.1.Kak 3amuuTuTHCS OT QUIIMHTA

[Tpu moObIx mpobiieMax ¢ OAHKOBCKOM KapTOM WJIM CYETOM OaHK TOJBKO
onmoxupyeT kapty win cuet. M Bc€. CoTpyaqHuku 0aHKa He 3BOHAT MO Tesie(hoHy C
TaKMMH BOIIPOCAMHU.

[loMHUTE, YTO MapoJib — TOJBKO Balll, HU OJHA OPraHMU3alUsl HE CTAHET
TpeboBaTh ero ot Bac. OH HEOOXOIUM TOJIBKO Ul JOCTyNa K ONpPENeIEHHOMY
CEPBUCY U TOJIBKO BbI IOJKHBI 3HATh €TO.



BHuMaTenbHO MpoBepsidTe KaXAO0€ MOJyYeHHOE MOYTOBOE COOOIIEHHE C
HEU3BECTHOT'O ajpeca Ha MpeAMET HaJIMYMsl BCEBO3MOXHBIX MPOCHO MEPEUTH M0
CCBLIKE.

Bceerma npoBepsiiTe ¢ MOMOIIBIO aApPECHOM CTPOKH, HA TOM JIM CAWTE BbI
BBOJIUTE CBOU MJICHTU(DHUKAIIMOHHBIE NaHHbIe. OOBIYHO MOAIETBIBACTCS U JIOMEH,
MO3TOMY OH OBIBA€T MOXOKUM Ha CBOW OpUTrHHaNI. Paznuune MoeT 3aKiro4aThes
JWIIb B 01HOM OykBe (HampuMmep, mail.ru sierko npepaiaercs B meil.ru).

Hcnonp3yiiTe mocienHue BEPCUU HHTEPHET-Opay3epoB M JIMIICH3UOHHBIC
AHTUBUPYCHBIE TPOTPAMMBI.

[Ipu Bxojme Ha OaHKOBCKHE CaWThl CIEAUTE 3a TEM, YTOOBI OBLIO
YCTaHOBJICHO 3aIUIIEHHOE coeuHeHue https.

Ecan BBI MoAO3pCBACTC, YTO IIOABCPIJIMCHL aATAKC (I)I/IHICpOB, TO Cpa3y K<
IMOMECHSIUTE IMapojib CBOCTO AKKAayHTa. IIocne »toro O6paTHT€CB B CJIY)K6y
0e301acHOCTH KOMIIaHHNH, JaHHBIC OT KOTOpOﬁ IMOJIYYHJIN MOIICHHUKH.

4. CouuajbHbIE CeTH

[IpeacraBuM cebe Takyrl CHTyaluioo. JleHHWC MpUINeN yCTpawBaThCs Ha
paboTy (311ech CIIeHKA)

Henuc: 3apaBcTByiiTe! ITO OTACH KaApOB?
JLK.: la, mpoxoaure.

Henuc: 1 WBanoB Jlenuc, mpuiien ycTpauBaTbcsi Ha paboty. Bor Moé
pe3roMe.

JLK.: Tak, Tak. OKOHYUIU . Cpennuii 6an 4.9. Xopomio. A BooO11e,
4eM yBJIEKaeTeCh, B CBOOOHOE BpeMs UTO Jienaere?

JIleHuc: Hyyy MMM.
JLK.: Ctpanuiia ecTb B COIIUATIbHBIX CETIX?

Jenuc: /la

JLK.: Hy mnocmotpum...Cnacubo, [eHuc, uyro mnpumim Kk HaMm. S Bam
NIEPE3BOHIO.

Ilocne cyenku:



Nudopmarus 0 Bac MOXKET MOBJIMATh cedyac U B Oymymiem (pemyTanus,
paboTa).

Brl MoxeTe 3amHTEpecOoBaTh HE TOIBKO KHOEp, HO U JAPYTUX MPECTYIMTHUKOB
(BOpBI).

Mo>HO CIpOBOLIUPOBATH TPABIIIO CEOS CO CTOPOHBI OJIB30BATENEH CETH.

4.1. Yrto nenarn?

* OrpaHu4uTh CIIUCOK APY3€il.

* He yka3siBaTh naposu, TenedoH, agpec, AaTy poKIACHUS.

* (CrnenuTsh 3a permyTanuei.

* Hacrpoiiku koHPUACHIIMATBHOCTH aKKayHTa (TOJIBKO ApPY3bS WIH
ap.).

* 3anpochkl B APY3bs TOJIBKO TEX, KOT'O 3HACTE.

* He pa3memars GoTO U BUACO € IPY3bIMHU 0€3 UX pa3pelIeHuUs.

* He oTkphIBaTh NOJ03PUTEIBHBIE CCHUIKHU.

5. be3onacHoCTh B MyOJUYHBIX CeTAX

* He nepenaBate nuuHyto uHpOpMaIMIO yepe3 OOIIETOCTYITHBIE CETH
WI-FI cern.

*  OOHOBIATH AHTUBUPYC U OpaHAMAYID.

* IlIpu ucnonwszoBanuu WI-FI otkmounts pyHkumio «O0mumil goctyn K
(aiinam ¥ IpUHTEpPam».

* B wmoOunbHoMm Tenedone otkinrounth «llopkmouenue xk WI-FI
ABTOMATHYECKN.

6. 3amuTa 0ecnpoBO/HOI CeTH M MAPIIPYTH3ATOPA

* He ucnons3ylite naposb, yCTAHOBJIEHHBIN 110 YMOJIYaHHUIO

* He paspemaiite OeCIpOBOJTHOMY YCTPOHCTBY COOOIaTh O CBOEM
npucyTcTBUU. OTKIIIOUHUTE BelaHue ceteBoro uMenu (SSID)

N3menute SSID ycrpoiicTBa

[udpyiiTe nanHbIe.

OO0si3aTeIbHO  yCTAHOBUTE  HAJNCKHBIA  aHTUBHPYC Ha  BCeX
KOMITBIOTEPAX U YCTPOMCTBAX.
7. YrojaoBHbli kogekc PP

npeaycMaTpuBaeT 3a HapylleHus B cdepe MHPOpMaLMU, KaK JCHEKHbBIC
mTpadsl, TaK ¥ JUIIEHUE CBOOOIBI CPOKOM JI0 S JIeT.

Cmamus 282. Bo30yx1eHrue HEHaBUCTU JTMOO BPaXX/bl, & PABHO YHUIKCHHE
YEeJIOBEYECKOT0 JOCTOMHCTBA (MO HAIMOHAIBLHOMY, PEJIMTHMO3HOMY MNPU3HAKY U

Ip.).



Cmamuvs 242. He3akOHHOE H3rOTOBJIIEHHE U OOOPOT MOPHOTpadUIECKUX
MaTepUajIoB UM NPEIMETOB.

Cmamus 280. IlyOnuuHble TPU3BIBBI K OCYIIECTBICHUIO 3KCTPEMHUCTCKOM
JESTEIBHOCTH.

Oxcmpemusm (0T 7aT. extremus — KpaWHUW, Ype3MEpHBbIA) —

NPUBEPKEHHOCTh KpaWHUM  B3rjsgaaM, MetomgaMm aeuctBuid. [IpoBokanms

8. IloaBeaeHue UTOrOB

Ectpb Takas mytka: kommnbetoTep 3ammuineH Ha 100%, korna oH HaxoauTcs B
ceride, ceitd 3amuT OETOHOM M HAXOJIUTCS B cepelrHEe OKeaHa. MBI C BaMmu
CEroJIHA YK€ HE MOKeM 00OUTHUCH 0€3 KOMITbIOTEpOB U uHTEepHETa. [loaTomy, ecnu
MBI OyJeM coOJIIoJaTh PEKOMEHJIAlMKM, KOTOpPhIe ObUIM O3BYYE€HBI CETOAHS, 3TO
MOMOET HaM MHUHUMU3UPOBATH MPOOJEMbl MPHU HCIOJIB30BAaHUM WHTEpPHETa Ha
KoMIbIoTepe, cMapToHe u ar00oM ycrpoicTtBe. Hanmeroch, 4To Mepompusitue
ObLI0 [T Bac mmose3HbiM. Criacu0o 3a BHUMaHue!

(ITpesenTarus nmpuaraeTcsi.)



